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7KH YHQERY P RWMANHD R EBDRK \ RX QH WDUH
WH Z LGHD \KDUHG \R\E DUH DQG 6006 SURYIGHY
FDUY Q) DQCRAYHD H SGWMG YXQHIELON
GDONQI FUHEHOADY LOR LQ RAWDBLURIV RU
KRTEQ) XQUAYRNHG SUYLGI HG DFRHW\R\ RXU
@B 7KRH DUH\ RXUEWDRK FDQACDMY DG

\ RXUDQQXDOTXHWRQQOLUH FDQCRMWHHDQ. R LW
SARWVWH  YHOERWP RWZ LGHD \KDUGE\
WH) REEHV* GEDO %D, \WMIRXQG

FDUY DOXQBDWKHG&.6$ . QRZ Q ([ SRMG

7KLV SOSHUH STIQVZ K\ FHWIFDARQ GG

DWHAP HOAP AV WP QDP HVWH | RXUMI QDY
WDASUHARAD YHQERUEWHDRK DQG\KRZ VKRZ \R
WDCN\ RXUVKSSTHYE\ UHDOZ RS EWCRK
SRMAADOUDMHWDQ FROALFAYDOH
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@MQ) DHDG NQRZ W2 QD R XSSO FKOQ
UMN P DCD) HP HOASUR HVWMRQDY\VD, WH, EHIHYH
WH DOZ HY WHUYHOERWY JLYHWHP _DQG

DUH KLIK® FRQILCHOAD YHQERUDRMDT® P HHW
HIXWP HON  \HV  \IWOXVHWH

~DXHMRQCOUH DVWHUSUP DY DAMWP HOWV
P HMRG

TKHUH®{ LV VR VHIG D BRQI HUTXHWRQQDLUA
7KDNAHDN WHM P S 7KH GHHSHUSUREGP LV
WP 1QJ DQGWKADIRP DQWZ HIHG RGFH D\ HOU
FDQGRWADAN D FRQAROMDAGLLW \WH | REBRZ LQJ
Z HN DQG\ RX FDQCRMAKAD \VHD UHSRWZ KHQ
WH VXSSTHUWHD R WIQ GRHVQRARQRZ. Z KDW
KDBSHOHG(1.6$ IRXQGWDNQ R VXSSO
FKDLQ DMIRNY IMDCDOVHG \IXSSTHY GG QRANDRZ
RUZ HIH CRWADQVSDUHOACERXW  KRZ WH,
KDGEHHOFRP SIRP MHG  <RX DUHDWNQ) YHOGRY

VR DAY FROARY \WH. FDQQRWHH | DL

SHWIFDARQ GRHV CRAFRHWH JDS $
FHW/LEDM SURYHY DQ DXAVKDSSHHG IMERAVGQRW
SURYHWHFRQARYKRGEXS WHRMHU ~ AD\V
7KHFROADAPARQ LY QRZ FRP Q) 1URP LQUGH WH
DXAWBUR HMRQ WH$,83$ VRZ Q-RXUDCR
SFRRXQEQR ZDUHGLQ WDNB2& DXAW
TXOON IVGHIWDAQ)_Z IW (LR VEDAQ) R
KHDYI® RQ DXVRP DARQ SIWRWP VDG SIRGAQ]
WP SOMUSRW  7KH SRIQAMDQEHG KOG Z KHQD
Z KME®Z HUDIBY HG WDWFRP SADQAH

DXVRP DARQILP ' HYHKDGIMKHG  628&
UBRW R WHP GHDUIGHOWDOWP SOWY
\CP H SDIDIWSKV VP HIWDP P DAFDOHIRY

.z A3
9 HQERUMHRXUW TXHWARQCOLUAV | DOR SUAYHQN
EUW-DFKHY EHFDXAHWH. FDSVWUH Z KDAD YHQERU
\D VROQWH@® WH ILAIQWHIRP CRAZ KDV
WHUM VWP VDHGRQJ HYHY D DWU 7KH DA
SROMQ WP H \HD UHSRWMG DQGHDX VR JIDP H
DQG WH SHRS®! Z KR XQWLLEG SDW UMNRUD

aonc..E

AXHWRQDUWHVD YV : HDWH62& 7\SH,,
FHWIHG 5HDXDW \KRZ V R 62 &
UHSRWIURP RQHDXVRP DWRQI WP ZHHQHDU
|GHQAFDOMP SOV _&RSRIDM &RP STDFH
LQLIKW WH$,83% VRZ Q NAXUDOY. DL/
DXQWIXDOW LVMISSIQ) -RXUDOR $AFRXQEICA

7KHFRWMR WH J DS LV QRANHRUIAAFDO &KDQIH
+ HDOMFDUH Z DVD+,3$$ FRYHIHG RUDQVOWRQ
Z KHQ DMIFNHLY Z DDHG LQWURXI K DQ LOMGHN
IDAQ) &0 SRYBONDAKDG GR P XQN | CARU
DXWHQAFDARQ GHVSIW SRIR UHTXLUQ) IW7KH
ILQDOLIXHILBGZ W WHS6 BIXDRU__

P IROIQAYIGDY QRAIHG — WH @ HW
KHDONFDUH CDB EBDRK RQUHRWG 1R

TXHWRQDIUH | @ J HG WH RCH SRWROKDWV
P DMAHG

, WY DOR SRMEGIVR KDYH$, DXWR

DQVZ HUTXHMRQQDLHY SIRVIAQ) WH
H SHAMG UMVSRQHV DQG SURGXAQ) WH
FRUASRQAQ) SRIR GREXP HQNV

UHTXHWMG DV VIXSSRWQ HVIGHCHH QRCH
Z KIFK UH GRW WH DRMDOVHRXUW

FROARY\WDAP D EHLQ S@FH
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AHDAK LMNLY GUYHQE\ Z KDAD YHQERULY GRQJ) LQ SIRGFPUWRQVRAD.  CRIRWDKDQAXCR P HDWXUIE®
WIQDY  QRAE\ Z KDAKH DMAMG\VE HYH P ROMVDIR $ WUHDAP RGHOP DNHVWRVH LI QDY YIME®
$SSTHG R\ RXURZ QWEFN WUHDAP RGHIIQ) LV WEQEDLEG SITPAFH \WH P RYH WL SCEHUDU XHV | RULY
DSSOLQ) R\ RXUXSS® FKDLQ P DSSLQ) HORK YHQERUW @YH H SRVKUH VR WH\SHALLLE CDWD DG
IXQPARQVWH. FDQ UHDRK LOUGH\ RXUR DQVDARQ

( @WAAMR EXLGBYWDWP TS DV D 9HQERU7KUHDAD RGHODMQIBIVIHZ WDABX@Y WH YHQERUVH WLEDO
DAEFNVXUDRH NQRZ QH SGRWG YXE@H.DELOAHY H SRHG FUHGHOADY LOMIUDARQDQG$3, UMN |RXU
SDW GHSHQEHGAHY DQG P LVARQ LI XUDARQ DURXQG RGH TXHWRQ Z KDAFDQ UHDRK WL YHQGRWRRZ Q

MZ HY DQG\ RXWY WA/ SRZ HHGE\ %6DAN. WM LOMTD HOFH FRP ELQHG Z IV \ RUBXMGQHW FRQM WDQG LW
\VHSDUDMY WH UMY WH YHQGRUFRQARY IR WH RQHV\ RX FRQARD:  KHQ D YXQ@H.DELON QNHWHO 2 9( LW
JHR @ &9( LV AVFBRHG WH P RGHOKRZ VDARQAH Z KIFK R \ RXUYHQERY LXQ IWGQRW

Z KIFK RQHVRQAH [ LG D SDRKLQ) SRIA

a NnE0 A«®XkK¢ "n X & .«(3l..x AR3d

$ YHQERUV YDOH DAUM IVMP SO KRZ P XFK R\ RURIRZ QMIZ HYWH. FDQ UK P XGISTHG E\ KRZ
@HO WH. DUHWR EHFRP SURP MHG <RX GR QRAGHHG DQ HIXDARQVR DPARQIW  \ RX GHHGVRNGRZ. Z KLFK
YHQGERW FDQ KXW RX P RWADQG Z KLFK DUH P RWENHD VR EH KIW7 KH 9HQGERU7 KUHDWD RGHODQWZ HY ERI
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$WNDQ$, Z KIFK YHQERW EUHDRK FRP SDQIHV DQG MDQVZ HY/ Z I FOWAI RUHY P DQDI HG VHYEH SURVIGHY
Z IGHO \KDUHG 6006 SIARP V 1 LGB WDQM HIWRRY 7KHFDMIRY LD FOH QRAD SUHARRU ) RXUMI QDY
SUHAPAZ KIFK YHQERW EUHDRK \ RX QH WDQG D YHQERUFDQQRAIDNHDQ. R WHP  EHFDXVHWH. DUH
REVHYHGIURP \WH RXMGH XCBDRKHGNGRZ Q H SBRWMG YXQHIELOAH MBZ SDRKLQ) EFKDYLIRXU

H SRVHG FUHGHQADYY DQG LGHQMN DQG | RXUK SDW VS O( DFK VP HDWICE®IWRAD, 1 RQH DSSHOW/RQ

D TXHWMRQOWH
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7KHZ LQGRZ EHVE HHQ D YXQ@H.DELON EHFRP LQ) SXEQE DQG DMIANAY/ XMQJ KDV FRIDSVHG Z KL
YHQERUSDWKIQ) KDV QRANHSWSDRH 0 DQEADQAP HDVWKUHG WH DYHDIHWP H VR H SRAWDAX [WRP
_@.VIARW R @WVIO WRP IQXV RCHAD, 1Q DMIRNHYQRZ H SRWRQ
DYHIDIH EH RUHWH SDRK LV SXEQE

$.J DLOMINDAFERAN YHQGRUUHP HADARQ LY J@ADORQD R &.6% . QRZ Q([ SCRWG IXC@HIELOAHY
Z HHIX® UP HADMGIQ RZQIRP Z KIBI\WH HGIH GIMEH SDRK P HADQWRHWR AV

7KH &@BRXG 6HXUW $@ADQHIRXQGRQ® R RUDQVDARYY SDK FUMFDOYX@H DEIOAHY Z IO
KRXW  DOGWRHVENQ) IRXURVHYHO D, VUSRWGD  (IDMR ICAGHONVIQROIQ) NRZQ

YXQHPEIOARY
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7KHP RWARP P RQP RGH.D SDI LOR\ RAUCDED
VCRADIQY LQWH YHOCRWSUIRGFAW WV WH
YHQERWVIGHOAN 6VRBIQ FUHEHOADY XQUREMG
IRUP RQMVDQG QHYHUSIRMAMGE\ 0)$ DA
QRZ DR LQGMAMIDOVFDBI HOM SROQWV,Q
JIRXS81&  XVHGLQ RAMDBUKDYHIMG
FUHGHQADY VR UDFK DIRXQG  6CRZ IBNH
EXVWRP HAMODON Z W CRO ) $ HITEGBG

R WH GiYH I HG DFFRXQW KDG DSSHIUHG L SURU
1Q RAWDBUGKEP SV \RP H YDIGMCHH $

\ HDUG@WAJ DANHY DEXVHG 2 $ X\ VRNHQV | URP
RQH 6006 LQMI UDARQ\R SX@EDM I URP P RH
WDQ  RUDQVDARY YIDWH6DBMRW WW
FROOHARY  &@RXA @UH 3DR$OR 1 HE ROV
DOG=\FDBULP RQ) WHYIRWP Y  ( YHQ VHRXUW
YHQERWZ HH FDXIKW

WH

7KLYV WH SDMAD WH R LQDOWSS® FKOIQ
EU-DAK HWEEQKHG DAIFRNHLY WRG FUHGHQADY
IURP 7D HAY+9$& YHOERUDQG SLYRMG VR
SRIOAR \DBI\ WP VDRRW RGH
HSRIQI  PIARQIQANGOY  7KHYHARU

WDWN R XA XODORP Z DUH DMV
RWICDMIURP XQP DXDIHGG-MARV

4 XHMRQLOUHVDV - $@OAAHW UHTXLAVO ) $
RHG-OQADYDHWRRMMGHYHY GV S5HDODW

\KRZ V [QWH 6QRZ | @NH FDP SDLJQ FUHGHOADY
\DIKQREMGIRU P ROMVZ I QRO) $ DG
WAQDQN Z HH EWDFKHG .0 DQADOW.

QWH 9HIIRQ" %5 RO__ R WG
SDWHVKDG IX@ (L[ HENGRZQ0) $ JDBVRQ
FBRXG CAFRXQWV

KDVRQD LOGXVAIDDHGMCAH 0 LFIRRWIHSRW
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<RXUUMN GRHV QRAVRS DIWKH YHQGRW/\ RX
WIQG W WG/ \RWHUYHGRY D@\ HJ
WOMNW RAMGH \ RXUUHI MMUDQG RAMGH HYHY
TXHWRQQDLUH\ RX KDYH HYHUVHQN, Q-XCH
WH98/& AIMIK $ILZ D VDG Y%RRW KDG Wl |
@B H SRHGHHOWRXIK QRHR WIHP X\HG
0 2 9( MWHUSD IRDSIRYIGH=HIVAG DG
DMANHYH SRWGD] HR G 1Q3URIUAW

0 29(WRUDAKWIHP  7KHEDWDAXVR WDW
RQH LB WDQMHUIQZ. BDAKHGRXIK®
RUDVDARY/DQG P IARQIQAVIGDY  <HW
RQO_DERXRCH LO WUHH R DQVDARQY FRTBAW
D UMNIQIRUP DARQ RQ LW I RXUW SDUAHY DADTD

/ LDELON P HDQZ KL®T GRHV CRWADYHOGRZ QWH
FKOQ 8QEHU8. *' 35 SWWFRI WHRWILQMO
SUIRARRUM VI X@ ACEM | RUIW \XE
SIRAHWRWSHIRP DOFH  DQG' 25$ UHTXUWHY

[ LCDCHDOHOWNAHV VR P 06 DG RYHYHHWH Z KR®BA
\XE FROADPWQ) FKOQ IRUFIMADOXCARRYY  $
EUHDAK \ RX QG QRAFDXVH WURXIK D YHQERU\ RX
CHYHUP HMY D, RXUSUREGP

4 XHVARQLOWH\DV : HYHADTR RXUMXE
SURAHARY 5HXOW \KRZ V % \WH 98/4& DQG
YRRW Z HIH EHDRKHG WIRXI K WH =HT@V/ 0 2 9( IW
IRXWK SDW FKDLQ D YHQEGRUWH QHYHU
FROMDPMGZ IW 7KHSHIIMMY BSE
RQD DERXW_1Q  RJDNVDARQY FDQVHWHU
_RXWK SDWHY DADD
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0 RWR \ RXUEWCAK UMN FRQFHOADMV/LQ D\P DAVXEVHAR VIXSSTHY VR WH JRDOLY GRAIR DWW HYHL
YHOERUHDO®  IMVVR ILQGWH [ HZ WDAFDQ DRMDD KXW RX DQGZ DK WHP FRHD 71HUE\ EQW
WDAXV KRZ P XK R\ RAUDWDQGKRZ P DQ R\ RXUIXQAARQYD YHQERUFDQ UK DQGKRZ PDQ R
\ RXUGRZ QMIDP PXWRP HY D EUDRK R WDAYHQERUZ RXGE VXK &RQADPAYDOH VD SRRUSWIR \ D
\P DD GH0 LOMIUDMG 6006 SIRMGHUFDQ DU P RUH EMWADAXYWDQ\ RXUGLI HWAUXSSTHU

7KHP DMVR DAMQARQLY DI¥HDG. DI DLQWAP RWIMDP V/ 7KH DYH DI H HOM.SUMH P DD HY DIRXQG

WULEG SDWHY EXVWDWHMAY RQD RWHP DG R SRIWP P HDCEP MMH FDQORADWHW DIDMH
YHOERWWH ZRXGOHW  6SUDAQ) WIQH I RVHYHID CARWWRADQGVR YHQERY J XDDOMA WH
AQIHRXVIHZ JHANNH\DP HJ @QFH DVWH KDUP G P DQ

SRQFHOADARQ LV Z KDAP DNHVWWLYZ RN 2 QH YHQERUEUHDAK GRZ. FDWDGHV VR DQ DYHDIHR

GRZ QMHP RUDQVDARYY WH KLIKHP XOMSIHURQUHRG  DQG MW R | L1 WDQU HUYX@HDELDW
FOMMY GURYH R YX@HIDELON GUYHO WILEG SDW EUHDRKHVIQ 7KHP RWMMKDUHG YHQERY
DUH P HDVXUDE® Z RYH WDQ WH | LHTS FOW D. (9 IDQMDa  SOARP_Z IGHEDHICH

EXVAHSWELDN LVHYHQUDQNE®!  RUDQMVDARQY LOQWH VRS EDQG R %DAN. W5 DQURP Z DUH
EXVAHSWELDWV ,QGH DUH__ ™P RUH ANHD VR \XITHUD UDQVRP Z DIH DAFN WDQ WRH LQ \WH GZ FW

5HIX@RY DUH SXWKLQ) WHMDP HZ D, ' 25$ $SUWFON WHS. ) &S VEUMFDO7KLLG 3DHY
UIIPH DJG1.6 SWAFBI  DIUHTXWHUMN EDVHG SURSRMWRCDMWHDR HOAR \XSSTHY  WHIQ) B\
FUMFDDNV QRAXQURUP TXHWARQQDLUAY
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https://blackkite.com/platform/ransomware-susceptibility-index
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https://www.fca.org.uk/publications/policy-statements/ps24-16-operational-resilience-critical-third-parties-uk-financial-sector
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https://help.blackkitetech.com/hc/en-us/articles/360009413120-Knowledge-Base-Controls
https://help.blackkitetech.com/hc/en-us/articles/360009413120-Knowledge-Base-Controls
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https://youtu.be/gxFV6-N2mQw
https://blackkite.com/reports/third-party-breach-report-2026
https://www.prnewswire.com/news-releases/black-kites-2026-third-party-breach-report-identifies-risk-concentration-as-the-primary-catalyst-for-global-cascading-failures-302701211.html
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https://blog.riskrecon.com/the-problem-with-security-questionnaires
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https://www.securityweek.com/verizon-dbir-2026-vulnerability-exploitation-overtakes-credential-theft-as-top-breach-vector/
https://www.enisa.europa.eu/publications/threat-landscape-for-supply-chain-attacks
https://www.journalofaccountancy.com/issues/2026/feb/promises-of-fast-and-easy-threaten-soc-credibility.html
https://www.journalofaccountancy.com/issues/2026/feb/promises-of-fast-and-easy-threaten-soc-credibility.html
https://www.corporatecomplianceinsights.com/soc-2-broken-delve-scandal-shows/
https://www.hipaajournal.com/change-healthcare-responding-cyberattack/
https://www.businesswire.com/news/home/20190815005199/en/Gartner-Says-More-Than-Eight-in-10-Organizations-Discover-Third-party-Risks-After-Due-Diligence-Period
https://www.businesswire.com/news/home/20190815005199/en/Gartner-Says-More-Than-Eight-in-10-Organizations-Discover-Third-party-Risks-After-Due-Diligence-Period
https://www.helpnetsecurity.com/2019/08/20/approach-to-risk-management/
https://www.helpnetsecurity.com/2019/08/20/approach-to-risk-management/
https://www.globenewswire.com/news-release/2025/02/11/3024215/0/en/Black-Kite-Research-Exposes-The-Silent-Breaches-Lurking-Within-Interconnected-Ecosystems.html
https://www.globenewswire.com/news-release/2025/02/11/3024215/0/en/Black-Kite-Research-Exposes-The-Silent-Breaches-Lurking-Within-Interconnected-Ecosystems.html
https://cloud.google.com/blog/topics/threat-intelligence/time-to-exploit-trends-2023
https://www.tenable.com/blog/key-findings-from-the-verizon-dbir-2026
https://cloudsecurityalliance.org/press-releases/2026/06/02/over-80-of-organizations-that-miss-24-hour-patch-window-report-security-incidents-involving-known-vulnerabilities
https://cloudsecurityalliance.org/press-releases/2026/06/02/over-80-of-organizations-that-miss-24-hour-patch-window-report-security-incidents-involving-known-vulnerabilities
https://cloud.google.com/blog/topics/threat-intelligence/unc5537-snowflake-data-theft-extortion
https://cloud.google.com/blog/topics/threat-intelligence/data-theft-salesforce-instances-via-salesloft-drift
https://krebsonsecurity.com/2014/02/target-hackers-broke-in-via-hvac-company/
https://www.microsoft.com/en-us/security/security-insider/threat-landscape/microsoft-digital-defense-report-2023
https://www.theregister.com/2023/06/05/british_airways_boots_moveit/
https://www.emsisoft.com/en/blog/44123/unpacking-the-moveit-breach-statistics-and-analysis/
https://blackkite.com/press-releases/black-kite-gives-organizations-the-power-to-solve-nth-party-cyber-risk-with-new-cyber-third-party-risk-management-bridge/
https://blackkite.com/press-releases/black-kite-gives-organizations-the-power-to-solve-nth-party-cyber-risk-with-new-cyber-third-party-risk-management-bridge/
https://www.legislation.gov.uk/eur/2016/679/article/28
https://www.digital-operational-resilience-act.com/Article_28.html
https://www.prevalent.net/content-library/2024-third-party-risk-management-study/
https://www.venminder.com/blog/highlights-state-of-third-party-risk-management-2025-survey
https://securityscorecard.com/company/press/securityscorecard-2025-global-third-party-breach-report-reveals-surge-in-vendor-driven-attacks/
https://securityscorecard.com/company/press/securityscorecard-2025-global-third-party-breach-report-reveals-surge-in-vendor-driven-attacks/
https://blackkite.com/platform/ransomware-susceptibility-index
https://www.fca.org.uk/publications/policy-statements/ps24-16-operational-resilience-critical-third-parties-uk-financial-sector
https://eur-lex.europa.eu/eli/dir/2022/2555/oj
https://help.blackkitetech.com/hc/en-us/articles/360009413120-Knowledge-Base-Controls
https://help.blackkitetech.com/hc/en-us/articles/14127474253340-How-does-Black-Kite-apply-FocusTags-for-High-Profile-Incidents
https://help.blackkitetech.com/hc/en-us/articles/14127474253340-How-does-Black-Kite-apply-FocusTags-for-High-Profile-Incidents
https://help.blackkitetech.com/hc/en-us/articles/4621905814556-Data-Breach-Index-Overview
https://blackkite.com/platform/nth-party-visibility
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